PART L.

WHAT IS HYBRID

A CYBER WARFARE

HYBRID WARFARE

STRATEGIC ARTIFICIAL
STABILITY IN INTELIGENCE AND
OUTER SPACE THE NATURE OF
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‘Most, if not all, conflicts in the history of
mankind used asymmetrles that exploit an
opponent’'s weaknesses.’

‘The conventional/unconventional
regular rre u ar overt/covert means, an

exploit all the dimensions of war to contest the
Western , superiority n conventional
capabilities.’

‘Conventional and non-—-conventional use of
force by adversaries 1n pursuit of their

objectives blending hard and soft power’, as
defined by NATO.
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Hybrid Warfare

“In the twenty-first century we have seen the
tendency toward blurring the lines between states
of war and states of peace. Wars are no longer
declared, and having begun, proceed according to
an untfamiliar template”,

General Valery Gerasimov,
Ch1ef of the General Staff, Ru551an Armed Forces
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An ongoing effort
on both sides

Special
forces

Regular
military
forces

gﬁ Hybrid _
Economic Warfare — Soufplgczglt

warfare o s : .
Combination of multiple conventional unrest
and unconventional tools of warfare

Irregular
forces
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Cyber Great power’'s competition at heart of
contested domains of Cyber Space and Outer

Warfar opace.

DARK

B e Damaging affects in contested cyber space to

loom large also in the future.

THE
SECRET HISTORY

oF
CYBER WAR

FRED KAPLAN The stakes are high for technologically highly
—— sophisticated states but the web is used by all
k-t e to wage war and spy

HACKED

WORLD Cyber attacks have the potential to produce
unintended and unimaginable problems
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Cyber
Warfare

Economic sanctions and diplomatic
pressure against states for perpetrated
cyber attacks le.g. Russia, China, North
Korea, Iran]

Kinetic strikes as part of broader
responses to cyber—attacks are becoming
increasingly likely.

Non-state actors with capacity to
executing attacks on a grand scale are
multiplying.
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Cyber
Warfare

The international legal framework of an armed
response: Attribution, Escalation,
Proportionality

Missing clear delineation what constitutes
unacceptable behaviour in cyberspace

A need for policies and strategies
conceptualized by Governments for digital
era

Industries and businesses defining cyber-—
security policies, resiliency plans, secure
measures, new tools---
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Outer Space

i "Ghost Fleet: A Novel of
the Next World War" by
Peter Singer

“Making humans a
multiplanetary species!”

Elon Musk

Attack warning and
targeting of potential
threats

Intelligence, surveillance,
reconnaissance

Communications,
precision timing and
navigation
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Strategic
Stability
in Outer
Space

1967 Outer Space Treaty - use of space for
peaceful purposes meaning ‘no military
use’!?

Permanent practice of dual use of outer space
by states

New space technology with enhanced
capabilities exacerbate threats and the
chances of an incident in space escalating
existing geopolitical tensions on Earth

Missing ‘Rule-book on Military Uses of Quter
Space’
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dual nature

Al, Humans &
the ‘Hyperwar’

n‘ Autonomous weapons &
W the nature of war

Killing machines & the
character of war

Use of Drones on the
Battlefield
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Artificial
Intelligence

and the Nature
of War

Technological innovations have a .
transformative impact on military affairs

Increasing use of autonomous systems
and the integration of artificial
intelligence, and machine learning raises
legal and ethical concerns

Enduring nature of war as a "continuation
of politics by other means" and a “human
endeavour’ may be contested in the
future!?
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Further Readings

‘Life 3.0° questions: How can we grow our prosperity through automation
without leaving people lacking income or purpose? Will Al help life flourish
i like never before or give us more power than we can handle? It triggers
A TECMARK conversations from the most controversial issues—from superintelligence to
meaning, consciousness and the ultimate physical limits on life in the cosmos.

‘Homo Deus’ brings us to consider the next stage of human evolution that may
not be human at all. Science may enable life to break out into the inorganic
realm. Harari asks the fundamental questions: We are acquiring the ability to
design not only the world around us, but also ourselves. Where is this leading
us, and what do we want to become? And how will we protect this fragile
world from our own destructive powers?

Yuval Noah
Harari

A Brief History

of Tomorrow

In ‘The Sentient Machine’ Husain argues that we are on the cusp of writing our next,
and greatest, creation myth. It is the dawn of a new form of intellectual diversity, one
that we need to embrace in order to advance the state of the art in many critical
fields, including security, resource management, finance, and energy. Ultimately,
Husain challenges many of our societal norms and upends assumptions we hold about
“the good life.”

See more at the Amazon Review of Books




