
:  
PART III & IV 

 

III. BUSINESS 
RESISTANCE & 

RESILIENCE 

CYBER SECURITY 
READINESS 
CHECKLIST 

IV.CYBER SECURITY 
EDUCATION AND 

AWARNESS BUILDING
  

CONCLUDING 
REMARKS 

Business Resilience & 
Education/Awareness  
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Business Resistance & Resilience 

• Restoring 
operations in a 
timely manner  

• Cyber ready: 
new 
mindset/new 
tools 

• Strengths 
Weaknesses 
Opportunities 
Threats  

• Confidentiality 
Integrity 
Availability 

Cyber-risk and 
threat 

management is 
a journey!  

Looking 
through a 

“resilience 
lens" 

Private- 
Public sector 
Partnership 

Cyber Security 
is everyone's 

concern! 



… 

People 

Software/Hardware 

Cyber Ecosystem 
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Achieving 
CIA! 

Looking at 
SWOT? 

BUSINESS 
READINESS? 
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Risk-based Cybersecurity Framework 

 
 
 
Source: The NIST Cybersecurity Framework and the FTC By: Andrea Arias | Aug 31, 2016  at 
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc 
Retrieved on February 3rd, 2018 

 

Cyber ready Identify helps organizations gain an understanding of 
how to manage cyber security risks to systems, assets, 
data, and capabilities.   

Protect helps organizations develop the controls and 
safeguards necessary to protect against or deter cyber 
security threats. 

Detect are the steps organizations should consider 
taking to provide proactive and real-time alerts of 
cyber security-related events.  

Respond helps organizations develop effective 
incident response activities. 

Recover is the development of continuity plans so 
organizations can maintain resilience—and get back 
to business—after a breach.  

https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
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A [Cyber] Incident Response Plan 

 
 
 
Source ‘Start with Security: A Guide for Business’ by NIST US Department of Commerce at  https://www.ftc.gov/tips-advice/business-center/guidance/start-
security-guide-business  
Retrieved on February 3rd, 2018 

 

• Determines who 
is responsible 
for carrying out 
these processes 

• A  cyber 
incident 
response 
team 
(CIRT) 

• Defines what 
activity actually 
constitutes a 
security 
incident 

• List of 
processes 

Detecting  & 
removing the 

threat 
incidents  

Containment  

& Intelligence 
gathering 

Follow Up & 

Lessons 
Learned 

 

Restoring the 
system 

[eradication of 
threats & 

Recovery of the 
systems 

https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
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Cyber Security Education &  
Awareness Building 

Leadership 

Management 

Strategy 

Policies 

Awareness/

Common 

under-

standing 

Human 

Resources/Ed

ucation 
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Education &  
Awareness Building 

• Re-skilling 
programmes 

• Educating the 
work force  

• Profound reforms of 
education system 
needed 

• Inclusive 
professional 
education 

•  Cyber literacy 

 

• Investing in human 
capital 

The 
importance of 

innovation 
and human 
creativity  

Cyber Security 
Training, 

Excercises &    
Education 

Timely 
adaptation to 

change 

Finding the 
ways  to use 

advanced 
technology to 
our advantage 
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Final Thoughts 
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Dr Daria Daniels Skodnik


