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Risk-based Cybersecurity Framework

R ady Identify helps organizations gain an understanding of

Asset Management how to manage cyber security risks to systems, assets,
data, and capabilities.

Business Environment
IDENTIFY Governance

Risk Assessment

Protect helps organizations develop the controls and
safeguards necessary to protect against or deter cyber
security threats.

Risk Management Strategy
Access Control

Awareness and Training
Data Security

PROTECT Information Protection Processes a . . .
SO BT cedinies Detect are the steps organizations should consider
Maintenance * taking to provide proactive and real-time alerts of

Protective Technology .
Anomalies and Events cyber security-related events.

DETECT Security Continuous Monitoring |
Detection Processes

Respond helps organizations develop effective
incident response activities.

Response Planning
Communications
RESPOND Amnalysis
Mitigation
Improvements

Recover is the development of continuity plans so
organizations can maintain resilience—and get back
to business—after a breach.

Recovery Planning

RECOVER Improvements
Communications

Source: The NIST Cybersecurity Framework and the FTC By: Andrea Arias | Aug 31, 2016 at
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
Retrieved on February 3rd, 2018
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A [Cyber] Incident Response Plan
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Source ‘Start with Security: A Guide for Business’ by NIST US Department of Commerce at https://www.ftc.gov/tips-advice/business-center/guidance/start-
security-guide-business

Retrieved on February 3rd, 2018
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